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/ Key Findings 

• The use of artificial intelligence (AI) is central to Beijing’s efforts to prepare for “intelligentized”

(智能化) warfare. Our analysts have utilized Datenna’s unique dataset of military procurements

to assess how the People’s Liberation Army (PLA) seeks to leverage AI across military functions.

• The PLA’s deployment of AI can be broadly grouped into four areas of activity:
infrastructure security, information gathering, training, and intelligent combat
systems.

• The procurement “bid winners” highlighted in this brief pose a range of national security risks:
active contributions to China’s military modernization, engagement in international academic
collaboration and technology transfer activities, and the development of sophisticated
surveillance infrastructure that could be exported abroad.

/ About Datenna 

Datenna is the global provider of techno-economic intelligence on China, with unmatched depth of 
coverage of Chinese entities, and identification of hidden connections to the Chinese state and military. 

To deliver these insights, our in-house team of China experts uses open-source intelligence (OSINT) to 
curate publicly available Chinese-language information and provide it to clients through a proprietary 
software platform. Decision-makers worldwide rely on Datenna's platform for extensive mapping of over 
45 million Chinese companies, more than 70 million individuals, 27,000+ research institutes, over CNY 600 
billion in research funding, 42+ million patents, and 850,000+ PLA military procurements. 

By offering a comprehensive view of China’s economic and academic landscape, we equip our clients with 
the tools necessary to accurately assess national-, economic-, and knowledge-security risks.  

Datenna’s intelligence platform supports a wide range of use cases, including inbound and outbound 
investment screening, export control of dual use technologies, due diligence on individuals and companies, 
as well as evaluations of China’s technological advancements and research collaborations. 

For more information, visit datenna.com. 
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/ Artificial Intelligence and the People’s Liberation Army 

Beijing is ramping up efforts to use artificial intelligence (AI) to bolster its military capabilities - a key 
military modernization goal crucial to its preparation for “intelligentized” (智能化) warfare. By analyzing 

data on Chinese military procurements since 2020, it is evident that China has targeted acquisition of 
semiconductor chips, an essential ingredient for not only intelligent processing, but Beijing’s long-term 
success with military modernization efforts. 

There was no significant decrease in the number of AI chips1 being acquired by entities tied to the PLA 
after the U.S. government's tightening of controls on the export of semiconductor technology to China in 
2022. In fact, procurement notices from 2022 and 2023 specifically mention chips such as TPU and AI 
accelerators, including NPU. 

This brief overviews procurement efforts 
undertaken by specific Chinese military 
actors focused on the integration of 
“intelligent” technologies across a multitude 
of functions. The PLA procurements analyzed 
in  this brief indicate a systemic endeavor 
within China to leverage decision-making 
technology to bolster the Observe-Orient-
Decide-Act, or OODA loop.2 

Since 2020, the keywords “smart” (智能) and 
“intelligence” (智 慧) headline 1,617 
procurement announcements in our dataset. 
These procurements can be divided into four 
general themes: 

• Infrastructure security;
• Information gathering;
• Training;
• Intelligent combat systems.

1  AI chips include graphics processing units (GPU), field-programmable gate arrays (FPGA), application-specific integrated 

circuits (ASIC), and tensor processing units (TPU) which are a type of ASIC dedicated to deep-learning, as well as specialized 
hardware such as AI accelerators including neural processing units (NPU) for machine learning. 

2 The OODA Loop can be understood as an ongoing, interactive analytical process, a cybernetic process with multiple built-in 

feedback mechanisms. Within this, “observation” is not a single step but developing awareness based on constantly changing 
circumstances and imperfect information. Similarly, “orientation” constantly evolves as new data is incorporated. “Decide” and 
“act” parts of the cycle are also not isolated steps; rather, they are connected within the overall feedback loop. Actions can take 
place both simultaneously or in sequence. Alastair Luft, “The OODA Loop and the Half-Beat,” The Strategy Bridge, March 17, 
2020, https://thestrategybridge.org/the-bridge/2020/3/17/the-ooda-loop-and-the-half-beat. 

Figure 1. Number of Chinese military procurement tenders for chips 
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/ Infrastructure Security 

The use of intelligent systems for infrastructure and facility security is a recurring theme across 
procurement efforts since 2020. These include the acquisition and maintenance of “smart” facilities, 
perimeter defense, and “intelligent" access to equipment and information. China’s ongoing “Wisdom Rock” 
project, which seeks to secure its People’s Armed Police Force (PAPF) infrastructure, is one such endeavor. 
The aim of “Wisdom Rock” is to develop a multi-layered intelligent security system that collates 
information from operations at all levels, such as behavioral analysis of personnel, into one centralized 
system. A functional system could assess not only the readiness of facilities, but the status of equipment 
and personnel for deployment, as well as mitigate insider threats by providing insights into personnel 
behavior. 

Bid Winner Profile 

Hunan GEOSUN Hi-technology Co., Ltd. (湖南继善高科技有限公司) has won procurement tenders for 
“Wisdom Rock” projects. The company - founded by He Jishan, former president of Central South 
University (中南大学) and member of the Chinese Engineering Academy (中国工程院) - holds 130 
patents and has bid for nine military procurement tenders since 2020 (winning seven). Central South 
University Asset Management Co., Ltd (a wholly-owned asset management subsidiary of the Central 
South University), maintains a 1.55 percent stake in the company. 
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/ Information Gathering 

Big data analysis is strengthening situational awareness of likely operational landscapes and adversary 
capabilities, including map-creation through multi-source, multi-lingual data collection, and the fusion of 
multi-source meteorological and oceanographic remote sensing data. Military preparedness is bolstered 
through assessments of expected in-theater conditions, created by retrieving and translating foreign 
language intelligence and annotating and identifying typical target multispectral data sets. Modeling 
based on big-data analysis also aids with identifying and visualizing anomalous activities in operational 
zones. 

Bid Winner Profile 

The Institute of Atmospheric Physics, or IAP (中国科学院大气物理研究所) of the Chinese Academy of 
Sciences is actively involved in developing meteorological models for the military. The IAP has won 12 out 
of 19 procurement bids for Chinese military tenders, primarily supporting the Strategic Support Force of 
the PLA. IAP is a government-funded civilian research institute holding over 400 patents with investments 
in five commercial entities. According to IAP's website, it cooperates extensively on joint research, talent 
exchange, and education, with universities and research institutes in the United States, Japan, Thailand, 
South Korea, Germany, the United Kingdom, Norway, France, Belgium, and others. 

From 2014 to 2019, the IAP signed 18 cooperative agreements with scientific institutions abroad and 
carried out more than 40 major collaborative international projects. It secured more than 13 million USD 
for international projects during that same time period. 
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/ Training 

Intelligent systems are enabling complex, multi-agent simulation training for collaborative operations 
between personnel and other assets that may not be co-located. Our analysis of procurement data 
highlights a focus on the creation of augmented reality sandboxes, as well as intelligent interactive control 
systems. Recent procurements include projects for the development of “blue" army combat force 
generation, cross- domain agent training, mission planning, and assessments of personnel’s training 
contribution. 

Bid Winner Profile 

Beijing Lanwei Technology Co., Ltd. (北京蓝威技术有限公司) is a software company that won military 
tenders for the creation of training modules. It is wholly owned by Lanwei Numerical (Zhuhai) 
Technology Co., Ltd. (蓝威数值（珠海）科技有限公司), which provides product reliability design 
solutions using big data, cloud computing, and intelligent reasoning algorithms. Lanwei Numerical is a hi-
tech enterprise established by Professor Kang Rui of the School of Reliability and System Engineering at 
Beihang University (北航可靠性与系统工程学院). Beihang University is listed on two government 
blacklists – the U.S. Department of Commerce’s Entity List and the Japanese Ministry of Economy, Trade 
and Industry’s End User List. 
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/ Intelligent Combat Systems 

The most widely discussed aspect of “intelligentization” within the PLA remains the development of 
autonomous military platforms across air, sea, and land domains. Datenna’s unique procurement data 
indicates that the expansion of autonomous systems such as combat teams, low-cost unmanned aerial 
vehicles (UAVs), and unmanned clusters continues to grow. There is increased attention, however, toward 
developing AI-assisted military decision-making systems, such as multi-target fusion and recognition 
technology, as well as training of AI for brain-like intelligence. 

Bid Winner Profile 

Xi’an Jiaotong University (⻄安交通大学), which focuses on engineering and materials sciences, won 82 
of 114 procurement bids since 2020 and is not listed on any government blacklist. Since 2000 Xi’an Jiaotong 
University has been approved for 8,117 National Natural Science Foundation of China projects, and has 
taken the lead in hundreds of national science and technology projects, national key research and 
development plans and bases and talent projects. In January 2015, Xi’an Jiaotong University initiated the 
establishment of the “Silk Road University Alliance” to promote cooperation in higher education and 
scientific research. Its members now include at least 151 universities across 38 countries and regions. 
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/ Conclusion 

Datenna’s unique insight into PLA procurement activity show wide-ranging efforts to acquire technologies 
to support the development and deployment of AI-enabled systems. The overlap between academic 
research, commercial enterprise, government policy and the flow of technology to the Chinese military 
becomes evident when the primary actors involved in military procurement are examined. Many of these 
procurements are from Chinese entities which do not face any restrictions in doing business or research 
with Western partners. In numerous instances, Datenna uncovered linkages between these Chinese 
entities and organizations listed on blacklists, such as the Department of Commerce Entity List. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

This report was compiled with care by Datenna B.V. (Datenna). While Datenna has made every effort to 
ensure the accuracy and completeness of the data presented, we acknowledge that inaccuracies may exist. 
At the time you read this report, the information might not be up-to-date. If the reader notices any 
inconsistencies or errors, please contact the Datenna team. Datenna assumes no responsibility or liability 
for any loss or damage resulting from the use of or reliance on this information. 
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